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Abstract. Verification of design and user documents by peer review is of limited use in detecting errors, and is not fully compatible with defect tracking methods. It is often carried out at the start of a project, but not integrated into the ongoing project life-cycle. The preparation of a graphical representation in a standard format can provide a substantial improvement in detection rate, and create auditable deliverables. These can be kept in line with design updates, to ensure that new errors are not introduced by unverified design changes. Value can be added to later project phases by providing test scripts and reports extracted from the diagram.

1. The Verification Problem

Verification of System Design and User documents is most commonly done by peer review. This is not a well-structured process and the results can be highly variable, depending on the skill and commitment of the reviewers. 

Peer review is valuable in bringing the combined experience of several reviewers to bear on the design, but from a structured viewpoint, it suffers from the following potential deficiencies:

1.1 It is subjective

The review comments may reflect the author’s personal viewpoint. Historically, many important scientific papers have received negative reviews based on prejudices and preconceptions.

1.2 It can be Inconsistent

The quality of the review depends very much on the commitment, availability, and knowledge of the specific reviewers. 

1.3 It is not Auditable

Reviewers may only address the areas in which they have an interest, and ignore the rest of the document.There is no record of how much has been done by any reviewer, and which areas of the document have been considered.

1.4 It is often poorly Monitored

The result is usually a list of corrections to the document, which may or may not subsequently be applied. There may be no evidence of how the comments have been incorporated other than a brief note in the document history. For development purposes, it is useful to see exactly what has changed between versions.

1.5 Life-cycle maintenance is not performed

Peer review is often done only at initial document creation. Subsequent changes often introduce errors which are not trapped. It is estimated that as many as half of all errors discovered in a typical system are introduced as a result of changes to the original specification.

In summary, verification by review can be compared to conducting program testing by code review, which is clearly limited in effectiveness and would not be considered an acceptable approach.

Since System Design is a critical stage of any project, upon which the whole of the subsequent development depends, this is clearly an area on which to focus for process improvement. It has been appreciated for many years that when design errors have propagated into the developed code, the cost of detection and correction is magnified by a large factor, typically 10 to 100 times. 

In order to bring rigour to verification, a systematic process is required which will detect logic design errors and omissions in a consistent manner. This is not intended to replace peer reviews, which still have a valuable role, but to supplement them.

2. The Requirements

An improved process should be able to provide

Auditable output: Positive confirmation that the entire document has indeed been properly verified should be provided in a structured manner.

A constructive deliverable: A deliverable should be defined which can be archived and add value to later phases of development.

A Feedback and change control mechanism: The process needs to be compatible with change control concepts. All changes in the document will be trackable and subsequently reflected in the deliverable.

This paper provides details of a practical method which can address the problems stated, and has been shown in practice to reduce the error rate, and therefore correction costs, of later project phases.  

3. A practical solution

It is possible in most cases to analyse and display the design logic in a hierarchical chart form. The key to the method is in the systematic identification of alternative possibilities. The document is charted in a top-down, left to right manner, with each branching point (node) owning a number of subordinate nodes corresponding to the identified alternatives. 

Examination of the document to be verified should identify any conditional phrases, and ensure that all possible alternatives are documented. It is easy to identify illogical or omitted alternatives, e.g., in programming terms, an IF without an ELSE. When complete, the chart will show, as a separate branch, every alternative which has been specified, and the conditions needed to navigate to the branch are clearly displayed 

The hierarchic form of presentation ensures that maximum advantage is taken of commonality between event flows, and serves to highlight any inconsistencies between these flows. Creation of the diagram needs a skilled resource, but this is far outweighed by the improvement in error detection rate at an early stage of design, preventing the incorporation of errors into code, which are much more difficult to correct. Value can be added by the use of the charts in creating system test cases.

This approach is 

Objective: It will contain only a summary of the relevant facts within the document.

Queries and inconsistencies can be noted in the diagram for later resolution.

Consistent: Different reviewers of a document should be able to produce similar results.

Auditable: The resulting diagrams can be archived as proof that the verification has been fully completed. It should be possible to examine the diagram and identify each design event flow. This is assisted by the inclusion of flow identifiers in the terminal nodes of each branch.

Trackable: The diagrams can be placed in a source repository under change control in the same way as other system deliverables.

Maintainable: Document updates are easily incorporated into the chart, and can identify new errors introduced by the changes.

Adds value: When correctly designed, the charts can be directly converted to test cases, which can be kept in line with the documentation. This has been shown in practice to offer the following benefits in testing:

Coverage is more complete, as omissions are easily identified

Pictorial representation is an aid to understanding the test scripts

4. Scope

Types of document to which this process has been applied include both text, as in Use Cases, and diagrams such as Class models, Event Flows and Form Layout. 

The method has been successfully applied to user interfaces on a variety of platforms, including Internet, Digital TV (set-top boxes) and Mobile Phone (text messaging).

It is also useful in verification of User Manuals, which are often omitted completely from the testing process. The charts can then be used as the basis for user testing.

It is equally applicable to non-interactive processes, which helps to prevent proliferation of methods within a project.

5. Example

This is a simplified example from a real application. It is a Use Case for receiving and validating XML documents over the internet. 

Table 1 shows the Main Event Flow, which corresponds to successful processing.

Table 2 shows the Alternate Event Flow, which in this example actually comprises several flows dealing with various error conditions. 

During the construction of the diagram, it was established that the Alternate Flow (AEF01) does contains an error, because the Virus Check is actually done in Use Case 2, not Use Case 4. 

The resulting chart, showing the corrected version, is given in Figure 1

Table 1 : Main Event Flow (MEF01)


Event flow

	
	


Perform Use Case 2 Receive Document

	
	


Perform Use Case 4: Validate data.

	
	


Perform Use Case 7:

	
	


Perform Use Case 9: Post Message to Editor.

	
	


Perform Use Case 10: Post message to typesetter.

	
	


End use case.

	
	


Table 2 : Alternate Flow AEF01


Event flow

	
	


Receive document via FTP

	
	


Perform Use Case 4: Validate data.

	
	


Send error message: Perform Use Case 10: Post message to submitter

	
	

	2c
	When failure due to XML error: 

Perform Use Cases

9: Post Message to Editor and 

10: Post message to submitter

	3b
	When failure to save document: 

Perform Use Cases

9: Post Message to Editor and 

10: Post message to submitter

	4
	End use case
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Figure 1: Example of Diagram format

6. Results in practice

This method has been shown to offer the following benefits

> Documentation errors are much more likely to be identified

> The Verification step is auditable

> Pictorial representation is an aid to understanding

> Modification for system changes is easy

> Test Coverage is more complete, as omissions are more easily identified

The exercise has confirmed that in large documents, the error rate itself increases, leading to the conclusion that correct document scoping and sizing can make an important contribution to successful implementation.

A summary of the types of error identified is given in the appendix.

7. Adding value by Automation

The charts were prepared with Microsoft Visio. The Organisation Chart format was found to be most suitable because it can automatically connect subordinates to each level. It restricts the construction of the diagram to allow only a proper hierarchy, and can reformat the chart as necessary. 

Visio provides scripting capabilities by using the VBA language, and in order to assist in the preparation and validation of the chart itself, a number of scripts (macros) were written. This provided further opportunities to add value. 

8.  Features implemented in the prototype scripts
Reports are provided which can help to ensure completeness of the chart and therefore of the verification process itself.

A renumber script ensures that the identified flows are uniquely identified within the diagram. The numbers can be seen within brackets in each terminal node.

Cross references 

A summary of Alternate Event Flows, cross referenced to flow numbers, is produced, which can be used to verify that all event flows defined within a Use Case have been captured. The scripts also provide for the inclusion of Requirements against each event flow, thus providing the traceability required for compliance with the Capability Maturity Model (CMM) and with most development methodologies.

A Test Script with a detailed list of all steps for each event flow can be produced in Excel format, and can be used directly, or imported into a Test Manager / Repository.

Test Data files and Winrunner scripts can be generated directly from the Visio and VBA, using external record definition tables.

Test History information can also be added to the chart, and if it is present, Test Metrics can be derived (Number of test cases passed, failed, or not run)

9. Summary

It has been shown that improvements can be successfully made to the verification process, to bring it into line with other structured methods. This can bring added benefits to later phases of a project, and can lead to substantial cost savings over the project life-cycle. 

Appendix

The method has been successfully trialled at a number of sites, including a publishing house, a government agency, and an investment bank.

Types of error discovered in practice have included

> Functional errors
Screen definitions

Form layout, form actions, and form controls not compatible.

User Navigation

Incorrect links (URL or hypertext) in form specifications.

         Copy & Paste errors in text and diagrams



This is a frequent cause of error when updating documents.

Logic errors

Loops, impossible conditions, and unreachable processes. 

Preconditions in one Use Case not matching post-conditions in its predecessor.

         Discrepancies between logic descriptions

Actions in a different sequence in similar event flows.

> Functional omissions
Event Flows

Examples included process flows which were implied, but not specified. These were usually due to missing ELSE conditions.

User Actions

Possible user actions, and sequences of actions, which are not catered for in the form descriptions. These were very common, and possibly result from the large number of states and state transitions within a typical screen.

> Ambiguities
Often a document will contain ambiguous phrasing, which can be identified when it causes discrepancies within or between documents.

Examples from actual specifications:

User enters in valid data (found within a Use Case event flow)

The designer actually means user enters VALID data. This was resolved when the logic chart showed that the action resulted in success, not an error message.

Display only if populated (Screen item found within Form definition)

The designer actually meant that the data is display-only, i.e. protected, if populated. The developers put the item onto the form only if it contained data, therefore not allowing the user to add data if the item was empty. This was identified within the review by cross-referring the form description with the form layout and the user actions.
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